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Abstract. Currently, there are no any norms regulating the distribution and use of deepfakes in the Russian 

legislation, in the scientific literature there are completely polar points of view on the need for such regulation. 
Thus, the paper raises the question of the need to adapt the existing mechanisms of legal regulation in view of the 
active development of artificial intelligence technologies. The authors propose the author's formulation of the 
concept of " deepfake", describe the threats of their use (both potential and real), and also propose species and 
type classification of deepfakes. According to the results of the study concludes that it is necessary to develop 
mechanisms to prevent the use and distribution of deepfakes, for example, fixing the normative definition of 
"deepfake", introducing norms on mandatory labeling of deepfake and the use of watermarks in their creation. 
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