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Abstract. The article considers issues related to the implementation of tasks to ensure scientific and tech-

nological development of the Russian Federation in the context of digital transformation and legal problems in the 
area under consideration. Based on the analysis of strategic tasks facing the Russian Federation aimed at ensuring 
technological, digital, information, cultural sovereignty from the standpoint of information law, new tasks of na-
tional development of Russia until 2030 and prospects until 2036, including in the area under consideration, are 
considered. The study made it possible to focus on the problems of legal support for countering new challenges 
and threats to information security, the landscape of which is expanding due to digitalization processes, the im-
plementation of policies to ensure national sovereignty based on achieving import substitution of information 
(digital) technologies in the context of sanctions from unfriendly states, and changes in the world order. The focus 
is on countering the use of artificial intelligence for illegal purposes, including in terrorist and extremist activities. 
The need to develop a system of strategic planning documents for the development of vectors and methods for 
countering the identified threats in the information space, the need for modernization and coordination of strategic 
planning acts in the area under consideration is substantiated. 
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