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Transformation of crimes against the person using modern information technologies  
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Natalya I. Kostyleva 
Far Eastern Federal University, Vladivostok, Russian Federation, ekatmosc@icloud.com 

 
Abstract. The author addresses the problem of new types of offenses that have emerged with the develop-

ment of the information society and the Internet. Recently, criminal offenses against individuals in virtual spaces 
have been referred to as cybercrimes, characterized by anonymity, the desire for profit, and a sense of impunity. 
One of the most prevalent forms of cybercrime is cyberbullying. The popularity of such forms of cybercrime can 
be attributed to advancements in digital technologies, an increase in the time users spend online, a shift to virtual 
realities, as well as the associated anonymity and impunity. The article attempts to identify the transformation of 
crimes against the individual using modern information technologies, as well as to analyze the articles of the 
Criminal Code of the Russian Federation (hereinafter referred to as the Criminal Code of the Russian Federation) 
in relation to such a crime against the individual, his rights and freedoms as cyberbullying. 

 

Keywords: crime, virtual world, new types of crimes, transformation of offenses against individuals, cy-
bercrime, cyberbullying, information environment, Internet space 

 

For citation: Kostyleva N.I. Transformation of crimes against the person using modern information technologies. 
Yuridicheskii vestnik DGU = Law Herald of DSU, 2025, vol. 53, no. 1 (73), pp. 108–113. DOI: 10.21779/2224-
0241-2025-53-1-108-113. (In Russ.). 

 

Acknowledgments: I express my gratitude to my supervisor – Doctor of Law, Professor N.N. Korotkikh, as well 
as the editorial board of the journal “Legal Bulletin of DSU” - Doctor of Law, Professor Magomedov Sh.B., 
Ph.D., Associate Professor Azizova V.T., Ph.D., Associate Professor Pirbudagova D.Sh. 

 
.    

    
    

 ,  . -



. .  

 109

     
, ,  ,    

      
.    

,        
    .  -

      ( -
, , , -

, , ) –   
  .  

    
     -

,   , , -
       

    
     . -

     
     . 

   -
      -

   .  
    -

    , 
      

.    –  
      

     
,     -

 .   
   ,       

    -
  .   

   ( - , 
- , -  

 . .),    -
 .  ,  -

     -
     -

 .   
    

 ,  , .  
    -

  ,  -
   ,  -
  , - , , , 

,    .  
 .    

  .  
,   

,    -
   ,    

   , , .  
      ,   
. . , . . , . . ,  
. . , . . , . . -
, . . , . . , . . ,  

. . , . . , . . ,  

. .   .  
     

     

    . . ,  
. . , . . , . . ,  
. .   .  

      -
  . . ,  

. . , . . , . .  
 .  

   -
  ( . . , . . , 

. .   ). 
   -

   ,  -
  , -  , -

  .  
   .  

     
    ,  -

 ,    -
    -

       -
.     -

    
      -

,   . 
     

  .   
  2001     -

,    «cybercrime» 
      -

,      .  
     

 ,    
   , -

    ,  
    -

    ,  -
   .  

  . .   . . , 
«      

      -
 ,    

     »  
10, . 46  –    -

 (  –    « -
 , -    -

  ,    ,  
    »). -

 —   , 
      

    -
 ,       -

,     
 ,    , -

     10, .48 . 
     -

,     -
,   ,  

  ,     -
  . 



  . 2025. . 53,  1 (73). 
Law Herald of DSU, 2025, vol. 53, no. 1 (73). 

 110

     
      

  ,    -
,     -

 ,       -
 ,    

    . 
     

     -
       

: 
     -
  ( , ); 
    

(   ),   ( -
  ); 
 -    -

 ( , , ); 
     

      (  
) 6, . 50 .  

,   -
,      -
      

   ,   -
   ,  -

  ,   -
  ,   -

 .     2001  
   , -

   «cybercrime»   
    ,   -

   .  
. .  ,    

   «   
:  ,  

     -
,     

.  -
 ,     

,      
  » 8, . 187 ,   

       -
 ,    -

,      -
     -

,    . 
 ,   -

 ,     ,  
  .     

      
 .  

. .     -
,  «« »    -

  .  -
 -    -

   -
,    -
» 4, . 174 ,   ,   

,    , -
 -   ,  

  ,  
     

 (  , , -
   . .).     

,   -
,     

. 
    

   , 
     

: 
   ,  
     -

 ,  
 ,  
   , 
     

   ; 
       .  

  ,  -
   , -

    -
 ,    

.      
     -

,   72% ,   -
  .   -
   ,   -

     
   ,   -

-  2024    -
  564 010 ,   74 

966    15,3%     
 2023  (489044 ) 7 . -

,    ,  
  158, 159, 59.3, 159.6, 171.2, 205.2, 242, 

242.1, 242.2, 272    
 (  –  ).    
    , -

  ( . 21),    
  ( . 22),  

      
( . 24),      

   ( . 25),  
     -

 ( . 29).   ,   
      -

,      
  ( . 16  );   

,     ( . 17  
);    -

     ( . 18  
);      

     ( . 19  ); 
     

( . 20  ),     



. .  

 111

    -
  .  

. .      -
  ,  «   -
     -
 .   -

      
     -

     -
    -

» 3, . 62  ,   -
    ,    
  ,   ,   

 . 
     

 ,   
    02.07.2021 

  400,     
 ,    -

 ,     -
    -

     
.   ,    « -

 ,   -
, ,  , -

   » 12  
     

  ,   
        
   .  

     -
   ,  -

      -
   -

.     
     ,   

 ,      
(  . 16, 17, 18, 19, 20).  

     
 ,    

   ,  
   ,  -

     
   ,  -

   .  
     

25 ,      -
   ,  -
  .    

 ,  
 ,   , 

     
.    « »  

,  ,    
«  »,      

 . .  -
     -
   , 

    -
    .  -

      . 
     -

 ,    -
    -

   .  
. . , . . , . .  

   «   
/     -

 ,    -
   » 9, . 172   

     
, , ,   -

 .      -
,     -

 . 
, . .   . .  -

       -
  ,     
,  ,     

  ,   –  -
   , , -

,   1, . 150 . -
    -
 ,    

      . 
. .    

 «    ,   
,  ,    

      -
 ,   -  -

   , , , -
     » 5, . 

29 , ,   ,    
,     , , 

  .   
    -

.       
( , , , , , 

).     -
      . 

      -
 , ,   , 

    . 
, ,    

  ,    -
  .   

 ,   : , , 
, , .   

     
,       

      -
    , 

      -
   .  -

   , , , -
,      ,  
,     

- ,    
  . ,   , 



  . 2025. . 53,  1 (73). 
Law Herald of DSU, 2025, vol. 53, no. 1 (73). 

 112

  ,  
,     -

  ,   , 
 ,  , 

 ,      -
. 

.    -
     ,  -

     -
     

. ,  -
 ,    

      
.  

  -
 :   , 

,   
,    

   ,   
    ,      -

    .  
   -

 ,    
     

,   .  
   -

 ,   ,  -
 –       

     . 
      -

  , 
      

 .    
     -

  ,   ,   -
  ( . 16, 17, 18, 19, 20).  

 

 
  

1.  . .,  . .         //  
.    . 2013. . 10,  3. . 149–159. 

2.  . .,  . .       // 
NOMOTHETIKA: . . . 2020. . 45,  2. . 315–322.  

3.  . .        //  
   ( ). 2023. . 1,  86. . 61–63. 

4.  . .          -
    //   . 2021. . 39,  3. . 174–180. 

5.  . .    –  ,   
          

  //    . 2017.  1 (76). . 27–35. 
6.  . .         //  

:     :     , 
 2024. .:  « », 2024. . 50–53. 
7.     . [  ]. URL: https://xn--

b1aew.xn--p1ai/reports/item/56672721/ (  : 10.10.2024). 
8.  . .  -   (   

)     :    // 
    . 2023.  1. . 186–193. 

9.  . .,  . .,  . .       // 
  . 2022. . 24.  2. . 169–205. 

10.  . .,  . .      // -
: , , . 2012.  1 (12). . 45–55. 

11.      13.06.1996 .  63-  ( .  09.11.2024) (  .  
 ., .    20.11.2024). URL: https://www.consultant.ru/document/cons_doc_LAW_10699/ (  

: 12.10.2024). 
12.      :     

02.07.2021 .  400. URL: https://www.consultant.ru/document/cons_doc_LAW_389271/ (  : 
10.10.2024). 

 
References 

1. Bochaver A. A., Hlomov K. D. Bulling kak ob#ekt issledovanij i kul'turnyj fenomen [Bullying as an ob-
ject of research and a cultural phenomenon], Psihologija. Zhurnal Vysshej shkoly jekonomiki [Psychology. Jour-
nal of the Higher School of Economics], 2013, vol. 10, no. 3, pp. 149–159. (In Russ.). 

2. Dolzhenko N.I., Hmelevskaja I.G. K voprosu o soderzhatel'nyh aspektah kiberprestupnosti [On the sub-
stantive aspects of cybercrime] NOMOTHETIKA: Filosofija. Sociologija. Pravo [NOMOTHETIKA: Philosophy. 
Sociology. Law], 2020, vol. 45, no. 2, pp. 315–322. (In Russ.). 



. .  

 113

3. Ibatullina D.M. K voprosu o transformacii prestuplenij protiv sobstvennosti [On the transformation of 
crimes against property], Nacional'naja associacija uchenyh (NAU) [National Association of Scientists (NAU)], 
2023, vol. 1, no. 86, pp. 61–63. (In Russ.). 

4. Kashtanova A. O. K voprosu o neobhodimosti vedenija akkauntov v social'nyh setjah Federal'noj slu-
zhboj ispolnenija nakazanij [On the Need to Maintain Social Media Accounts by the Federal Penitentiary Ser-
vice], Juridicheskij vestnik DGU [Law Herald of Dagestan State], 2021, vol. 39, no. 3, pp. 174–180. (In Russ.). 

5. Kobec P.N. Protivodejstvie ugrozam kiberstalkinga – vazhnejshej probleme, issleduemoj v ramkah 
sovershenstvovanija aspektov informacionnoj bezopasnosti regionov v uslovijah globalizacii informacionnogo 
prostranstva [Counteracting Cyberstalking Threats – the Most Important Problem Studied in the Framework of 
Improving Aspects of Regional Information Security in the Context of Globalization of the Information Space], 
Vestnik Prikamskogo social'nogo instituta [Bulletin of the Kama Social Institute], 2017, no. 1 (76), pp. 27–35.  
(In Russ.). 

6. Kostyleva N.I. Pravovye problemy bor'by s prestupnost'ju v virtual'noj srede [Legal Problems of Com-
bating Crime in the Virtual Environment], Nauchnye issledovanija: k innovacijam na osnove tradicij: sbornik 
statej mezhdunarodnoj nauchnoj konferencii, ijun' 2024 [Scientific Research: Towards Innovations Based on 
Traditions: Collection of Articles from an International Scientific Conference, June 2024], St. Petersburg: GNII 
"Nacrazvitie" Publ., 2024, pp. 50–53. (In Russ.). 

7. Ministerstvo vnutrennih del Rossijskoj Federacii [Ministry of Internal Affairs of the Russian Federa-
tion]. (In Russ.). Available at:  https://xn--b1aew.xn--p1ai/reports/item/56672721/ (accessed 10.10.2024). 

8. Mihajlova E.V. Ispol'zovanie informacionno-telekommunikacionnyh setej (vkljuchaja set' Internet) dlja 
sovershenija prestuplenij protiv lichnosti: voprosy zakonodatel'noj reglamentacii [Use of information and tele-
communication networks (including the Internet) to commit crimes against the individual: issues of legislative 
regulation], Vestnik Moskovskogo universiteta MVD Rossii [Bulletin of the Moscow University of the Ministry of 
Internal Affairs of Russia], 2023, no. 1, pp. 186–193. (In Russ.). 

9. Nazarov V. L., Averbuh N. V., Bujnacheva A. V. Bulling i kiberbulling v sovremennoj shkole [Bully-
ing and cyberbullying in modern schools], Obrazovanie i nauka [Education and Science], 2022, vol. 24, no. 2,  
pp. 169–205. (In Russ.). 

10. Nomokonov V.A., Tropina T.L. Kiberprestupnost' kak novaja kriminal'naja ugroza [Cybercrime as  
a new criminal threat], Kriminologija: vchera, segodnja, zavtra [Criminology: yesterday, today, tomorrow], 2012, 
no. 1(12), pp. 45–55. (In Russ.). 

11. Ugolovnyj kodeks Rossijskoj Federacii ot 13.06.1996 g. no. 63-FZ, ed. 09.11.2024 g. [Criminal Code of 
the Russian Federation of June 13, 1996 g., no. 63-FZ]. (In Russ.). Available at: 
https://www.consultant.ru/document/cons_doc_LAW_10699/ (accessed 12.10.2024). 

12. O Strategii nacional'noj bezopasnosti Rossijskoj Federacii: Ukaz Prezidenta RF ot 02.07.2021 g.  
no. 400 [On the National Security Strategy of the Russian Federation]. (In Russ.). Available at: 
https://www.consultant.ru/document/cons_doc_LAW_389271/ (accessed 10.10.2024). 

 
 

   
 

 INFORMATION ABOUT THE AUTHOR 
 

  ,  2  
     -

  , . -
,  . E-mail: 

ekatmosc@icloud.com 
 

 Kostyleva Natalia Ivanovna, 2nd year postgraduate 
student, Department of Criminal Law and Criminolo-
gy, Far Eastern Federal University, Vladivostok, Rus-
sian Federation. E-mail: ekatmosc@icloud.com 
 

 
 

   05.12.2024 .;  
  17.12.2024 .;   

 15.01.2025 . 

 Received 05.12.2024; approved after reviewing 
17.12.2024; accepted for publication 15.01.2025 

 


