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Abstract. In the context of widespread informatization and digitalization, the practice of storing and using 
personal data is being significantly transformed. Even taking into account the initial compliance with the proce-
dural features of their turnover through the appropriate consent of individuals, these information are currently of 
significant interest to criminal communities, since through access and further use of such information, criminal 
activities of various kinds can be organized. In this context, it is of fundamental importance to improve criminal 
law measures to combat the development of the above-mentioned criminal activity, which occurred in December 
2024 by introducing a new Article 272.1 of the Criminal Code of the Russian Federation, specifying responsibility 
for illegal actions with computer information containing personal data. The purpose of the presented research is a 
comprehensive analysis of the current state of the institution of criminal responsibility in this area. Based on the 
study of the discussions held in the scientific community, the author comes to the conclusion about the timeliness 
and validity of the introduced novel, as well as the justification for placing the new rule directly in Chapter 28 of 
the Criminal Code of the Russian Federation. Attention is focused on the specifics of the organizational and legal 
nature of the illegal use of computer information containing personal data and the emerging modern risks. The 
urgency of further improving the institution of criminal responsibility in this area is noted by allocating legal con-
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sequences for acts related to the creation and operation of various information resources aimed at the illegal stor-
age and transfer of personal data to a separate norm. 

Keywords: personal data; computer information; use and (or) transfer, collection and (or) storage of com-
puter information; criminal liability; criminal legislation 
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