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AnHoTamms. B ycnoBusx noBceMecTHOI nH(popMaTu3anuy U upoBU3anuy 3HAYUTEIEHO TpaHCHOPMUpPY-
€TCsl MPaKTUKA XPaHEHUsI U MCTIOJIb30BaHUs TIEPCOHANBHBIX JaHHbIX. Jlaxke ¢ y4eToM MepBOHAYaIbHOrO COOMOACHKS
npoueccyaibHbIX 0COOEHHOCTEH MX 000poTa Yepe3 COOTBETCTBYIOLIEE COrjlacke JML, B HacTosIILee BpeMs yKa3aHHbIe
CBEJICHMS MPEJICTABISIOT CyLLECTBEHHBIA UHTEPEC ISl TPECTYMHBIX COOOLIECTB, MOCKOJIBKY 3a CUET JOCTYMA U Adllb-
HEHIIero NCIoIb30BaHus MOA00HOM NH(OPMALIUKT MOXKET ObITh OPraHN30BaHA MPECTYITHAS IEITSIBHOCTD Pa3IMYHON
HalpaBJleHHOCTU. B TaHHOM KOHTEKCTe MPUHLMIUAIbHOE 3HaYeHHe MPUOOpETaeT COBEpLIEHCTBOBAHUE YTOJOBHO-
MPaBOBBIX Mep OOPBOBI C Pa3BUTHEM BBIIICHA3BAHHOIO TPECTYITHOTO (DYHKIMOHUPOBAHHUS, KOTOPOE TMPOM3OIILIO
B nexabpe 2024 rona mytem BBeJieHUs] HOBOI cT. 272.1 YK PO, koHKpeTU3upyollieii OTBETCTBEHHOCTh 3a HE3aKOH-
Hble JeCTBUS C KOMIbIOTEpHOH HMH(oOpMaLuel, coiepkalleil nepcoHajibHble AaHHble. Llenbio npeactaBieHHOro
HCCJIeIOBaHUs SIBJIAETCA KOMILIEKCHbI aHanu3 COBPEMEHHOIO COCTOSIHUS MHCTUTYTA YTOJIOBHOW OTBETCTBEHHOCTU
B YKazaHHOI cdepe. Ha ocHOBe m3ydeHns: MucKyccuii, TPOBOANMEIX B HAYYHOW Cpelie, aBTOp TPUXOINT K BHIBOIY
O CBOEBPEMEHHOCTH U OOOCHOBAHHOCTU BBE/IEHHOI HOBEJUIbl, @ TAKXKE ONpPaBJAHHOCTH pa3MeLLeHUs] HOBOl HOpMbI
HernocpecTBeHHO B rnaBe 28 YK P®. AkueHTupyeTcs BHUMaHUE Ha crieluduKe opraHn3alMOHHO-NPaBOBO MPUPO-
Jibl HE3aKOHHOIO MCIIONB30BaHMSI KOMIBIOTEPHON MH(OpMaLIUK, coaepxkKalleil mepcoHanbHble JaHHbIe, U BO3ZHUKAIO-
M€ COBpeMeHHble pUcku. OTMeuaeTcs aKTyalbHOCTh JATbHEHIIEro COBEpIISHCTBOBAHMS MHCTUTYTA YTOJOBHON
OTBETCTBEHHOCTH B yKa3aHHOU c(epe 3a CueT BHIIEIICHNs B OTACIBHYI0 HOPMY TIPABOBBIX MOCIECTBHI 32 NEeSHI,
CBsI3aHHbIE C cO3JaHueM U obecriedeHueM (yHKLMOHUPOBAHUS PA3IUYHbIX MH(OPMALIMOHHBIX PECYpCOB, HampaB-
JIEHHBIX Ha HE3aKOHHBIE XPaHEHUs U Niepeaady NepCoOHATbHBIX JAHHbIX.
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Abstract. In the context of widespread informatization and digitalization, the practice of storing and using
personal data is being significantly transformed. Even taking into account the initial compliance with the proce-
dural features of their turnover through the appropriate consent of individuals, these information are currently of
significant interest to criminal communities, since through access and further use of such information, criminal
activities of various kinds can be organized. In this context, it is of fundamental importance to improve criminal
law measures to combat the development of the above-mentioned criminal activity, which occurred in December
2024 by introducing a new Article 272.1 of the Criminal Code of the Russian Federation, specifying responsibility
for illegal actions with computer information containing personal data. The purpose of the presented research is a
comprehensive analysis of the current state of the institution of criminal responsibility in this area. Based on the
study of the discussions held in the scientific community, the author comes to the conclusion about the timeliness
and validity of the introduced novel, as well as the justification for placing the new rule directly in Chapter 28 of
the Criminal Code of the Russian Federation. Attention is focused on the specifics of the organizational and legal
nature of the illegal use of computer information containing personal data and the emerging modern risks. The
urgency of further improving the institution of criminal responsibility in this area is noted by allocating legal con-
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sequences for acts related to the creation and operation of various information resources aimed at the illegal stor-

age and transfer of personal data to a separate norm.
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BBenenne. B coBpeMeHHOM MHpE MHOTWE MPO-
LIECCHI B3aMMOJEWCTBYS JIIONEN Mepeln B YOaNeHHBII
(dopMmar, B CBA3M C YeM 3HAUMTESbHO aKTYalM3UPYIOTCS
BOMPOCHI 0OecNeueHrs] COXPAHHOCTH Pa3/IMYHbBIX CBefle-
HUI, UCTIOJIb3yeMBIX B JIEKTPOHHOM BUJe. HecmoTps Ha
TO, UTO JeiCTBYIOLIeEe 3aKOHOJATEILCTBO YETKO ONpese-
JSeT pa3uyHble MPABOBBIE PEXKUMBI ISl UCTIOJIB30BAHMS
U XpaHEHUsl CBEAEHUIl OMpe/IeNIEeHHOro CoAepXkKaHus, Aa-
JeKO He BCeria JaHHble pPEKHUMbl BCECTOPOHHE
COOJIOIAFOTCA.

B pamkax npencTaBieHHOTO MCCIeIOBaHUs BU-
JIUTCSI HEOOXOAMMBIM 3aTPOHYTH TpodIeMaTuKy obec-
neyeHnsl KOHQUICHIMAIEHOCTH MEePCOHANBHBIX IaH-
HBIX, T[IOCKOJILKY OOOpOT yKa3aHHbIX CBeIeHMH
B HacTosilee BpeMsl B OoJbIell CTeNeHn CBsI3aH ¢ pac-
MIPOCTPAHEHUEM IIPOTUBONPABHON NPAKTUKU. YUUTBI-
Bas TOT (haKT, 4TO B YCIOBHIX MOBCeMeCTHOIT nHpOp-
MaTH3alUuK U LUM(POBU3ALMHU TEePCOHATbHbIE JaHHbIE
PEryJsipHO MCMOJB3YIOTCS WHIMBUIAMU B OHJIAH-
(opmare, naxe ¢ y4eTOM HU3HAYAIBHOIO COOJIIOJCHUS
npoleccyalbHbIX 0coOeHHOCTel mX obopoTa depes
COOTBETCTBYIOLLEE COrJlacke JIMll, B HACTOsLIee BpeMsl
yKa3aHHbIE CBEJCHUS MPEICTABISAIOT CYLIECTBEHHBIN
WHTEpeC ISl TPECTYTHBIX COOOILIECTB, MOCKONBKY 32
CUeT JOCTyMna W JalbHeHIero ucroib30BaHus 1mMo100-
HOH HMH(pOpPMALMKM MOXET ObITh OpraHM3oBaHa Mpe-
CTyMHasi JeATeNbHOCTh Pa3IUYHON HampaBlIeHHOCTH.
B 1aHHOM KOHTEKCTEe TaKKe aKTyalu3UpyeTcss pa3BH-
THE Pa3IMYHbIX UH(OPMALMOHHBIX PECYpPCOB, MpeaHa-
3HAYEHHBIX HEMOCPEACTBEHHO Ui HEe3aKOHHOTOo Xpa-
HeHMs U (WIM) pacHpoOCTPaHEHUs MEePCOHATBHBIX
JIaHHBIX.

BaxxHO OTMETUTb, YTO B COBPEMEHHOW MpaBo-
BOIl nUTEpaType COAEPKUTCS MHOXKECTBO HCCIENOBa-
HUM, MOCBSIIEHHO! 3asBIEHHOM mpobnemarnke. Paz-
JWYHBIE acMeKThl OXpaHbl KOH(PUASHINATBHOCTH Tep-
COHANbHBIX JAHHBIX JE€TAJBHO aHATM3UPYIOTCS C TOUKU
3peHust 3PQEeKTUBHOCTU AEHCTBYIOIMX aIMUHUCTpa-
TUBHO-NIPABOBBIX MEXAaHU3MOB. KauyecTBEHHbIM MHO-
roobpasuemM XapakTeph3yeTcsi ¥ pacCMOTpeHHe 3asB-
JeHHOH MpoOneMaTUKK B KOHTEKCTE pPa3BUTHS YTOJOB-
Horo 3akoHojatenbcTBa. B Poccuiickoit ®enepanun
HEOJHOKPAaTHO MOJHUMAJICS BOIIPOC O HEOOXOAUMOCTU
KPUMUHAIN3AUMN [PECTYNHBbIX JAESHUN, CBSI3aHHBIX
C HE3aKOHHBIM O0OPOTOM TEPCOHATbHBIX AaHHbIX,
U COBPEMEHHBbIE MPaBOBEJbl ONEPATUBHO KPUTUYECKU
AQHAJIM3UPYIOT ~ MOATOTOBJIEHHBIE  3aKOHOMPOEKThI
U BBEJCHHBbIE HOBEJJIbl pEriaMeHTallld YrojJOBHOMN
OTBETCTBEHHOCTHU B YKa3aHHOI cepe.

Brenennas ¢ nmexabps 2024 roga HoBas CT.
272.1 YK PO eule Ha 3Tane 3aKOHOMPOEKTa BbI3BaJia
MHOXECTBO JMCKYCCHUIl, U B HacTosiLlee BpeMs, Oyayun

YacTbIO YIOJIOBHO-IIPABOBOIO MEXaHU3Ma OXPaHbl Mep-
COHAJIbHBIX JAHHBIX WHIAMBUIOB, 10 CUX MOP aKTUBHO
KPUTUKYETCsl B IPaBOBOH cpele. YUUThbIBas TOT (akT,
YTO PUCKHM (POPMUPOBAHUS POTUBONPABHOIO MOBEJE-
HUS B yKa3aHHOHW cdepe 3HAUYMTENbHO TMOBBILIAIOTCS
B YCJNOBHAX MMOBCEMECTHOH MH(pOpMaTH3aLuu U LU-
POBU3ALNH, LENecO00pa3HbIM MPEICTaBIIETCs Ucce-
JIOBaHHAE COBPEMEHHOI'O COCTOSIHUS U MEPCIEKTUB pas3-
BUTHS UHCTUTYTA yrOJOBHON OTBETCTBEHHOCTH 3a He-
3aKOHHbIEe JEHCTBUs C KOMIbIOTepHOW HH(OpMaIeid,
colieprKalleil MepcoHaNbHbIe JaHHBIE.

Yro/10BHO-TIPABOBLIC OCHOBBI MPHBJICYECHHS]
K OTBETCTBEHHOCTH 32 HE3aKOHHBbIe [elicTBHSA
¢ KomnbloTepHoii uHopmaumeii, coaep:xkameii
nepcoHajJibHble JaHHbIe. Kak oTmeuanoch panee,
000pOT MEPCOHAIBHBIX JAHHBIX JOCTATOYHO JABHO
perylaMeHTHpoBaIcs B paMKaX WMHCTUTyTa aJMUHHU-
CTPAaTMBHON OTBETCTBEHHOCTH, 4YTO MpPEICTaBIIAETCS
BeCbMa OOOCHOBAHHBIM IO MPUYMHE HAJIMYMS LEeJ0ro
psiia pasU4HbIX MPABOBBIX PEXXKUMOB, IPELYCMOTPEH-
HbIX JUISi MWCHOJIBb30BAaHMS YKa3aHHBIX CBEJEHUI
B OMNpenesieHHbIX uensXx. [IpaBoByt0 OCHOBY 3asiBIEH-
HOH TpoOJIEeMaTHKN COCTaBISIOT monoxeHus: Pene-
panbHOro 3akoHa «O MEpCOHANBHBIX AAHHBIX», KOTO-
pblil ompenesnsieT caMu JaHHBIE KaK MAKCUMAJIbHO LIH-
POKYIO KaTeroputo, cBs3aHHylo ¢ Jt06oil nHpopmaru-
eif, oTHocALIelics K KOHKPETHOMY HMHIMBUIY (MPsIMO
unu kocBeHHO) [8]. Poccuiickuit 3akoHonmaTenb co-
BEpLUEHHO 00OCHOBAHHO OPUEHTHpPYET mpouecc odpa-
OOTKM MEepCOHANBHBIX JAaHHBIX Ha JOCTH)KEHHE KOH-
KPETHBIX, 3apaHee ONpPeJe/ICHHbIX U 3aKOHHBIX Lesei,
B CBA3M C 4€M HE JOMYCKAaeTCsl TaKkKe U30BITOUHOCTh
(1o comepkaHuto U 00beMy) cOOpa COOTBETCTBYHOLIMX
CBEJIEHUIA.

Hannuue KOMIUIEKCHOTO OTAENBHOIO HOPMATUB-
HO-IIPABOBOTO AKTA B paMKax 3asiBJIEHHON MTpoOeMaTHKy
SBNSETCS 0€3yCNOBHBIM MONOXKHUTENBHBIM MOMEHTOM,
BIUSIIOUIMM Ha 3((EeKTUBHOCTH perjlaMeHTalrl aHau-
3MpyeMBbIX TPaBOOTHOLIEHWH. BelmeHa3BaHHBIN (ene-
paJIbHBIN 3aKOH KOHKPETH3UPYET 3HAUMMBbIE TEOPETHKO-
MPaBOBBIE MOJIOKEHUS], B TOM YHCIIE ONPEAENAET yCIOBUs
00paboTKM MEePCOHATBHBIX HaHHBIX, AETANU3UPYET HUX
CreLMalbHble KaTeropuu U T.1. B COBpeMeHHBIX peanu-
SIX, CBA3aHHBIX C AKTUBHBIM BHEIPEHNEM U(PPOBBIX TEX-
HOJIOTWiA B JKM3HEIEATENbHOCTb YEJIOBEKA, 3HAYUTEIBHO
aKTyalIu3UPYyIOTCS BOMPOCHL, CBS3aHHbIE C OXpaHol O1o-
METPUUYECKIX MEePCOHATLHBIX AHHBIX, MHTCHCH(pUKAIHS
npouecca  UCTOJNB30BaHUS  KOTOPBIX — HaOmopaercs
B HaCTOsILLEE BpeMSl.

BaxHO OTMETHTB, YTO yroJIOBHO-IIPABOBBIE Me-
pbl GOpBOBI C TMPECTYMHBIMH IOCSATaTeNbCTBAMU Ha
NMEPCOHANIbHBIE JaHHblE WHAMBUIOB CYLIECTBOBAIU
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W 70 BBeJeHUs] HOBOM HOpMBI. Tak, He3aKOHHbIE Jes-
HUSI C MEPCOHANIbHBIMU IaHHBIMU B 3aBUCHMOCTH OT
neself COOTBETCTBYIOLIErO ITOCATATENbCTBA KBATH(H-
qupoBanuck no cT. 137 YK P® B ciaydae cBsizu aaH-
HBIX HapylleHU#l ¢ HEeNpPUKOCHOBEHHOCTBIO YacTHOM
KU3HU uiu no cr. 272 YK PO npu He3akOHHOM J0-
CTyTIe K KOMITBIOTepHO# nHpopMmauu [3, ¢. 135]. Vka-
3aHHasi JBOHCTBEHHOCTb OLIEHKU MEPCOHANbHBIX JaH-
HBIX B Pa3HBIX KOHTEKCTHBIX OOCTOATENBCTBAX
HArJSIHO JEMOHCTPUPYET 3HAUEHWe Ui MX OXPaHbBI
HE TOJIBKO B OTHOIICHWUW MPHUHAIIEKHOCTH KOHKPET-
HBIM JIMLAM, HO U NPUHLMIMATIBHOE 3HAUYeHHEe MPHOO-
peTaeT yueT HemoCpeACTBEHHOro (opMarta XpaHeHUs
COOTBETCTBYIOLIMX cBeleHuit. Hanbonee koMIiekcHO
JlaHHAs TBONCTBEHHOCTH KaK pa3 M OTpa3miach B HO-
BOIl YroJIOBHO-TIPaBOBOI1 HOpPME, B CBSI3M C YEM BUIUT-
csl HeOOXOIUMBIM CKOHLIEHTPUPOBATh BHUMAaHUE Ha ee
coJiepIKaTENbHBIX XapaKTePHUCTUKAX.

Cr. 272.1 YK P® npenycmaTpuBaeT OTBET-
CTBEHHOCTh HE MPOCTO 3a KAaKUe-TO OTIEJbHble He3a-
KOHHBIE NIeHCTBUSI C MEPCOHANBHBIMU JaHHBIMHU, a POC-
CHWCKWI 3aKOHOAATENb y4esl BCE MPOLEAYyPHBIE OCO-
OEHHOCTH CO3JaHWs W PACTPOCTPAHEHUST COOTBET-
CTBYIOLIMX CBEACHUH, B CBSA3U C 4YeM OOBEKTUBHYIO
CTOPOHY aHAIM3UPYEMOT0 TMPECTYIUIEHHS COCTaBJIsIeT
UCNOJb30BaHue W (MJIK) mepefaya (pacnpocTpaHeHue,
npenocTaBieHue, AOCTym), cOop W (WMiM) XpaHeHue
KOMIBIOTEPHON HH(OpMaLUK, COAepxkKallei mepco-
HallbHble JaHHble. [IpUHUMNHMATBHBIM MOMEHTOM ISt
KBATH(DUKAIIMY YKA3AHHOTO NIESTHUS SBISETCS HAIMINE
HeMpaBOMEPHOr0 JOCTyNa K BbILIEHA3BAHHBIM CBeje-
HUSIM, KOTOPBI MOXKET OBITh OCYIIECTBIIEH Kak B MPo-
necce 00pabOTKH, TaK M XpaHEHUs WJIM WHOTO BMeEIIIa-
TembCcTBA B (PyHKIMOHWPOBAHWE CPEACTB, Mpexarnosna-
ralouux padboTy ¢ NepcoHaTbHBIMU JAHHBIMU UHIUBU-
noB. [Tpu 3TOM HCKIIIOYaeTCs OTBETCTBEHHOCTD MO CT.
272.1 YK P® B cutyanusx, Korja cOOTBETCTBYOLLAs
WHPOPMAIMS WCIONB3yeTcs WHIWBHAIAMH B IIEJSIX
YAOBJIETBOPEHHS TUUHBIX U CEMEHHBIX HYXK].

B oTnenbHbI cocTaB cOBEpIIEHHO CIIPABEITUBO
BBIJICNICHB] HE3aKOHHBIC JECTBHUS, COBEpIIacMble C
MEPCOHANLHBIMY TAHHBIMHU HECOBEPIIIEHHOIETHHX JIHII,
crenualnbHbIX KaTeropuit W (Winm) GMOMETPUYESCKUMU
JAHHBIMU. YKa3aHHbIe CBEICHUSI HYKHAIOTCS B YCH-
JICHHOI OXpaHe MO MPUYMHE TOro, YTO B Cllydae Hes3a-
KOHHOTO JIOCTYTIa K HAM U JalTbHEHIIETr0 MPecTyImHOTO
UCIMOJIb30BAHUsI 3HAYUTENBHO TMOBBILIAETCS CTeNeHb
OO0IIECTBEHHO! OMACHOCTH M PUCKU AJIsl UHAUBHUJIOB.

BaxHO OTMETHTH, YTO aHaIM3Wpyemas HOopMa
COJTICPIKUT LEINBIH psia KBATHOUIUPYIOMNX TPU3HAKOB!

—COBEpLUEHUE  HE3aKOHHBIX  JEHCTBUH U3
KOPBICTHOM 3aMHTEPECOBAHHOCTH;
— COBEpIIEHNE HE3aKOHHBIX JnencTBuit

¢ MPUUMHEHNEM KPYTIHOTO ylepoa;

—COBEpIIEHNE HE3aKOHHBIX JIECHCTBHI IpyMNION
JINI] TIO TIPEIBAPUTEIIEHOMY CTOBODY,

— COBEpLIEHHE HE3aKOHHBIX JefcTBui
€ UCMOJIb30BAHNEM CBOErO CIIy>KEOHOIO MOJIOKEHUSI.

B kadecTBe 0000 KBATH(PUIIIPYIOMHX TTPU3HA-
KOB BBICTYNIAeT TPAHCIPAaHWYHAs I[eperada Mepco-

HAJIBHBIX JaHHBIX B (hopMe KOMIBIOTEpHOI MH(pOopMa-
LU, B TOM YHUCIIe MOCPEJCTBOM MEpPEeMELEHNs] CaMOoro
HOCHTENsl MH(pOPMaLUH, T.e. peub HIeT He TOJbKO 00
yAAIEHHOM paclpoCTPAHEHUU NEePCOHATBHBIX JAHHBIX
MEXIy rocyJapcTBaMH, HO U O (PU3MYECKOM Mepeme-
LieHuM 4epes rpanuuy Poccuiickoii ®eaepauuu (BBO3
U BbIBO3) Pa3JINYHBIX YCTPONHCTB (MArHUTHBIX U DJIEK-
TPOHHBIX), Ha KOTOPBIX XPaHSATCS COOTBETCTBYIOLIME
CBeJIeHMS.

Taroke 0cob60 KBaMpULIMpPYIOLIE MPU3HAKN YUH-
TBHIBAIOT OPraHW30BaHHBIA (OpMAT WX COBEpIICHHS |
BO3MOXKHOCTb HACTYIUIEHUsI MOCJEACTBUIA, Clef0BaTelb-
HO, B ClIy4yae UX COBEpLUEHHs OpraHW30BaHHON rpymnmoi
WIM HACTYIUIEHUS! TSDKKUX TOCHEACTBUIA Takke Mpemdy-
CMOTpeHa ropas/io 6osiee CTporas OTBETCTBEHHOCTb.

[ToMumo Bcero mpouyero aHajiuzupyemas yro-
JIOBHO-IIPABOBasi HOpMa MpeaycMaTpUBaeT OTAEIbHBIN
COCTaB TMPECTYIJIeHNs, CBA3aHHBIN ¢ (yHKINOHMPOBA-
HUEM Pa3INnYHBIX WHQOPMALMOHHBEIX PECYpPCOB, KOTO-
pble HEeMoCpeJCTBEHHO HEOOXOAMMBI JJIs COBEPLUEHHUS
HEe3aKOHHBIX JESHUH ¢ MepcoHaIbHBIMU JTAHHBIMU MH-
JIUBHAOB B (opMe KOMITbIOTEpHOH nHpopmaunn. J{is
kBaukamy mo 4. 6 ct. 272.1 YK P® takxe npen-
nojaraercsi abCOJIIOTHO pa3Has CTENeHb BOBJIEUEHHO-
CTU TIPECTYMHBIX 3JIEMEHTOB B (DyHKLMOHUPOBAHUE
COOTBETCTBYIOLIUX  PECypcoB,  T.e.  YTOJOBHO-
HaKa3yeMbIM SIBJISIETCS HE TONBKO HMX CO3JaHUE, HO
u obecneueHue ux pabotel. Ocoboe BHUMaHUE ClieyeT
yAENUTh TOMY, YTO POCCHHCKHUI 3akoHOAaTenb o6oc-
HOBaHHO IOWPOKO TPaKTyeT camH HH(OPMaIMOHHEIe
pecypcbl, 0 KOTOPBIX MJAET peub B IJIaHE XPaHEHUs
U nepegayy moo0Hoi nHpOpPMALK: HHTEPHET-CalThl,
MHTEpHET-CTPaHUIbl, HWH(POPMALMOHHBIE CHUCTEMBI,
OPOrpaMMbl AJIsl 3NEKTPOHHBIX BBIYACIUTEIBHBIX Ma-
wvH. JlaHHBIA nepedeHb, 6€3yCcIOBHO, HOCUT MpUMEp-
HBI XapakTep W NpU PacHpOCTPaHEHUH MPeCTyMHOMN
NPAKTUKH, CBS3aHHOH ¢ XpaHEHHEM COOTBETCTBYOLIUX
JIAHHBIX Ha UHBIX pecypcax, JessHUsI C HUMH TaKkXe MO-
ryT kBanuduuuposathes 1o ct. 272.1 YK PO.

BakHO OTMETUTb, YTO KaUeCTBEHHBIM MHOT000-
pasueM XapaKTepU3yHTCs CAaHKLUU B aHAIU3UPYEMOMH
yTOJIOBHO-MIPaBOBOI HOopMme. OCHOBHOI cocTaB mpea-
nonaraet wrpad a0 300 Thic. pyO., NpUHYIUTETbHbBIE
paboTh! WM nuiIeHre cBo0o bl cpokoM 1o 4 net. [pu
HAJIMYMN KBAJTM(UIMPYIOMNX MPU3HAKOB OTBETCTBEH-
HOCTb Y>KECTOUAeTCsl MOCPEACTBOM YBEIMUYEHUS LITPaA-
¢oB 10 1 MJH. pyO6., CPOKOB MPUHYIUTEIbHBIX pabOT
0 5 JeT, a Tak)Ke JIMIIEHUs cBOOOABI — 10 6 neT. B
Ka4yeCTBE JOMONHUTEIbHBIX HAaKa3aHUH MOXET Ha3Ha-
4aTbCsl JIMIIEHME MpaBa 3aHUMaTh ONpPEAETICHHbIE
JOJDKHOCTH WJIM 3aHUMATBCS OTpeJeSIeHHON AesiTeNb-
HOCTBIO Ha cpok 110 3 sieT u mTpad. Ocobo kBanudu-
UUpYHOLIUE MPU3HAKM OPUEHTHPOBAHBI HA MPABOBBIE
MOCNEACTBUS B BUJIE JIMIIEHHUs CBOOObI HAa cpoK 10 10
JIeT, KOTOpblE MOTYT coueTaThes ¢ WTpadom 10 3 MITH.
py6. u (M) nULLIeHUeM MpaBa Ha Cpok 1o 5 Jet [7].

TakuM 00pa3oM, K HACTOSILEMY MOMEHTY C BBeE-
JIeHHeM HOBOI HOPMBbI JeTajJbHO KOHKPETU3UPOBAIUCH
yTOJIOBHO-TIPABOBbIE OCHOBBI TPUBIEYEHUS K OTBET-
CTBEHHOCTH 32 HE3aKOHHbIE JESHUSl C KOMIIbFOTEPHOMN
nHpopManmeil, conepkalieil MepcoHANbHBIE JaHHBIE.
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JlaHHas KpMHAHAIM3ALWS TTPEICTABISAETCS ONMPABIAHHON
U CBOEBPEMEHHOI, MOCKOJbKY celdac IelCTBUTENBHO
CYLIECTBYIOT Pa3JIMYHbIe PUCKM HE3aKOHHOTO JOCTYyMNa
U TANTBHENIIIETO UCTIONB30BAHS MOAO00HOH MH(pOpMAIN
B YCJIOBHSIX MacIITaOHOTO pacrpocTpaHeHws WH(pOpma-
LIMOHHBIX U UU(PPOBBIX TEXHOJIOTHIA.

CoBpeMeHHbIE PHCKH HE3aKOHHOI'O HCIOJIb-
30BaHUsI HMH(OpMALHH, cOAepKalleil IepCOHAJNb-
Hble JaHHbIe. B Bek MH(POPMANMOHHBIX TEXHOIOTHI
NPUCTAIIBHOE BHHMaHWE TOCyAapcTBa yAenseTcs Bo-
npocam o0ecreueHns cOXpaHHOCTU MH(OPMALMH, CO-
3/1aBaEMOi U pacrpocTpaHseMOil MPU MOMOLIY BbILLe-
Ha3BaHHBIX TexHosornii. [lanHas wHpopManms mpen-
CTaBJIsIET Cepbe3Hbll MHTEpeC /ISl MPECTYMHBIX CO00-
IIECTB, KOTOPbIE aKTHMBHO TPaHC(HOPMUPYIOT CpeicTBa
U METOJbl €€ MOTy4eHUs], a TaKxkKe JalbHeHIIero npo-
TUBONPABHOTO MCMOJb30BaHUA. OcoOble pUCKU CO3a-
10T yTEYKH NEPCOHAJbHBIX JAHHBIX, KOTOpbIE B TO-
ClleflHee BpeMs Ha pEryJsIpHOH OCHOBE CILy4arOTCsl
C Ppa3IM4YHBIMU CEpBUCAMH, IperyCMaTpUBAOLIMMU
cOOp M XpaHEeHHe COOTBETCTBYIOLIMX CBEAEHWid C CO-
riacusi MHIMBUAOB Ul MCNOJb30BaHMs B OMpPENeJIeH-
HBIX HHTEpecax (0aHku, TeneOHHBIE YCIYTH U JIp.).

He3akoHHBIE NEHCTBUS C KOMIIBIOTEPHOH HH-
(dopmauueli HOCAT OpraHU30BaHHBIA XapakTep, 4TO
JIEMOHCTPUPYET CHUTyaluH, Korga 0asbl JaHHBIX, CO-
JiepKale NepcoHAbHbIE CBEACHUS 00 MHAMBUAAX,
CTaHOBSTCS TOBAPOM, PEANTN3YEMbIM PA3IMUHBIMU Mpe-
CTYNHbIMHM coobliecTBamu. Camu cooOlIecTBa Mouty-
YaloT TaKUe JAHHBIE KaK HENOCPEICTBEHHO MPUMEHSS
pasuuHble OOTHI, TaK U MOJb3YSCh HEKOMIETEHTHO-
CTBIO COTPYIHWKOB, OTBETCTBEHHBIX 3a oOecredeHne
COXPAHHOCTH YKa3aHHBbIX cBeAeHMi. JlocTaroyHo 4a-
CTO ¢ mpojaxell MOJOOHBIX 0a3 MJaHHBIX MOXKHO
CTOJNIKHYTBCSL B JAPKHETE, UTO MpPEeAONpPeNesieT CI0XK-
HOCTH CJIEACTBEHHBIX Pa3OUpATENIbCTB, U CO3/AET elle
00JIbLIMe PUCKU PACIpPOCTPaHEHUs MOJOOHOIO MPOTH-
BOIPaBHOTO MoBeaieHus [ 5, c. 258].

HecMmoTpst Ha To, 4TO caMM MHIMBUABI MOTYT
AKTUBHO 00ECNevnBaTh OXpPaHy CBOUX MEPCOHATIBHBIX
JIaHHBIX, MepeaBas WM pa3Mellasd UX Ha ONpenesieH-
HBIX Pecypcax Mo COOTBETCTBYIOLLEMY COIMNIACHIO, OT-
BETCTBEHHOCTH 32 KOH(PMAESHINATBHOCTh TAKNX CBeJie-
HUI mepexoauT ye Ha MH(OPMALMOHHOIO Omeparo-
pa. B coBpeMeHHBbIX peanusx PockoMHan30p akTMBHO
3aHUMAETCs BbISIBJIEHUEM HE TOJbKO MPAKTUK yTEUKU
MEPCOHANBHBIX JAaHHBIX, HO U OJIOKMPOBKU PECYPCOB,
KOTOpbIE TpenjaraloT COOTBETCTBYIOLIME NPOTHBO-
NPaBHBIE YCIIYTH.

Pucky He3aKOHHOTO WCIONB30BAaHUS HMH(OpPMa-
LUU, COAEpAKalleil NepCOHAbHbIE JaHHbIE, 3HAUMTEIBHO
Pa3BUBAIOTCSI 32 CUET CJIeYOLLX OOCTOSTENbCTB:

1) pazButne MHGOPMAIIMOHHO-IIM(PPOBOTO
B3aUMOJICHCTBUSl Cpeld HMHAMBUAOB, KaK B JIMUHBIX
LeJX, TaK ¥ B MPO(eCCHOHABHBIX;

2) mepexoAd  MHOTMX  aCMeKTOB  OKa3aHWs
rOCyJJapCTBEHHBIX U MYHULMNAJIBHBIX YCIYT B OHJIAH-
(¢opmar, paBHO Kak M paclpoCTpaHEHUE HHTEpPHET-
OaHKMHra;

3) OTCyTCTBME€  OCO3HAHHOIO  OTHOLIEHHS
HaCeJIeHHUs K BOIPOcaM He0OXO0IMMOCTH NPUCTATBHOTO

BHUMaHUS K O0OECHeYeHnuI0 KOH(PUICHIINATHHOCTH
CBOMX IEPCOHANIBHBIX IaHHbIX;

4) otcyTcTBUE UHPOPMUPOBAHUS 00
aKTyaJlbHbIX TEHACHUUAX pacnpocTpaHeHus
MPOTUBOIMPABHOTO  MOBENEHUs,  CBA3AHHOTO  C
HE3aKOHHBbIMM  JEHMCTBHAMHM €  KOMIIBIOTEPHOI
uHdopMarmel, coaepikalieil nepcoHanbHble TaHHbIE;

5) uHTepec  CO  CTOPOHbI ~ HMHOCTPAHHBIX
rocylapcTB UM MEXAYHApOIHBIX  OpraHu3auuit
K pPa3sBUTHIO MOPOTHBONPABHOTO MMOBEJEHUS Ha
Tepputopun  P® B wmemsx  aecrabunuzanuu
00CTaHOBKH.

Bce BrIIeHa3BaHHBIE OOCTOSATENHCTBA OOBEK-
TUBHO OOYCIIOBJIEHbl COBPEMEHHBIMU [€OMOJIUTHYE-
CKUMH KOH(MJIMKTAMH U BHYTPUTOCYAAPCTBEHHBIMU
TpancopMaruaMu. Takxke HArTSAHO IEMOHCTPHPYET-
CSl U Al CYOBEKTHBHBIX OOCTOSITENECTB, KOTOPBIE HE
MEHee aKTyalbHbl B KOHTEKCTE Pa3BUTHs MPECTYyHOI
JeATeNbHOCTH B yKa3aHHO# cdepe. TexHnueckuii mpo-
rpecc SIBJIETCS 3aKOHOMEPHBIM MPOLECCOM pPa3BUTHS
COBPEMEHHOI'0 MMpa, B CBA3M C 4Ye€M NPUHLMUINAAIBHOE
3HaueHKNe MpuodpeTaeT oxpaHa KOHPUICHINATBHOCTH
MEepCOHANBHBIX JAHHBIX, COAEpKaIuUXcsI B QopMme
KOMITBIOTEPHO# HH(POPMAITHH.

BeiBoabl. Ba)xHO OTMETHTH, YTO COBEpILUEH-
CTBOBaHHE YIOJIOBHOTO 3aKOHOAATENBCTBA B 4YaCTH
JIoNoJHeHUsT HOBOM cTareeil 272.1 YK P®, mpeny-
CMaTpUBAIOLLEH OTBETCTBEHHOCTh 3a HE3aKOHHBIE JIEii-
CTBUSI C KOMIIbIOTEPHOI MHDOpMalueii, conepxalieit
NEPCOHANIbHBIE JaHHBIE, BBI3BAJIO MHOXKECTBO JUCKYC-
cuil B HayuHo# cpepe. OnHYU NpaBOBEAbI €le Ha JTare
paccMOTpeHMs 3aKOHOTIPOEKTa OTMeYaId MePCreKTHB-
HOCTb MOJOOHO! KOHKPETH3aLMHU YTroJOBHO-MPABOBbIX
Mep OXpaHbl MePCOHANBHBIX NaHHbIX [1, c. 15], npyrue
e, Hao0OpOT, XapaKTepHU30BAM COOTBETCTBYIOLINE
MpelyioKeHNs] Kak 4Ype3MepHble M aKUEHTUPOBAIU
BHUMaHUE Ha HEOOXOJUMOCTU COBEpLICHCTBOBAHUS
yxe cymiecTByomux HopM YK P®, no KoTopbIM nMe-
eTCsl IOCTATOYHO OOLIMpPHAs MpaKTHKa KBATH(UKALNH
HE3aKOHHBIX JESHUH C MepCOHABHBIMU JaHHBIMU
[4, c. 155]. Takxke HeKOTOpbIE PABOBEbI KPUTUKYIOT
MECTOpAcIONIOKEHUE BBEACHHOW HOPMbI B TIJlaBe
28 YK P®, nocpsilieHHONH OTBETCTBEHHOCTH 3a Mpe-
CTYIUICHUS B chepe KOMIBIOTEpPHOH HH(OpMaLUK, B TO
BpeMsl Kak MepCcOHANIbHBIE IaHHbIE Hepa3pbIBHO CBA3a-
HBI C TUYHOCTHIO [2, ¢. 216; 6, ¢. 19].

B pamkax npencTaBieHHOTO UCCleAOBaHUs BU-
JUTCS HEOOXOAMMBIM OTMETUTb CBOEBPEMEHHOCTb
1 000CHOBaHHOCTbH BBEJICHHON HOBEINJIbI, a TAKXKe MOJI-
YEPKHYTb OMpPaBAAHHOCTb pa3MellleHUs] HOBOl HOPMbI
HernocpeacTBeHHO B riaBe 28 YK P®. HecMotps Ha
TO, YTO MEepPCOHANIbHbIE JAHHBbIE TeCHEeHIIMM 00pa3zoM
CBSI3aHBI C IMYHOCTBIO, €€ MpaBaM U cBoOOaMU, B TOM
yyclie B 4acTu obOecrevyeHuss HeNmpUKOCHOBEHHOCTHU
YACTHOM KU3HU, JAlleKO HE BCerJa He3aKOHHbIE Jeii-
CTBHA MMEKOT LENb HAapyLIeHHUs JINYHOW U ceMeiHoM
Taiinpl. Kak mpaBuiio, mosnydaeMble HE3aKOHHBIM ITy-
T€M MEepCOHANIbHbIE NaHHbIE WCMOJb3YIOTCA IJIsl CO-
BEpIUEHUS] MHBIX MPECTYMJeHW, HaunHas OT AesHuit
NpPOTUB COOCTBEHHOCTH M 3aKaHUMBAs AKCTPEMHUCT-
CKHMHU M TePpPOPUCTUUECKUMH TNposBIeHUAMHU. Takxke
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B COBPEMEHHBIX pealnsX, CBI3aHHbIX ¢ MOBCEMECTHBIM
UCIMONIB30BaHNEM HMH(POPMALMOHHBIX U LU(POBBIX
TEXHOJIOTUH, aKTyaJlu3UpyeTcsl YroJOBHO-MPaBOBas
OoXpaHa WMEHHO KOMIBbIOTEepHOU wHpopmarmu. Cre-
uugrKa co3aaHus U pacnpocTpaHeHHs MOJO0OHON UH-
(hopmarum 00ycinaBiIuBaeT 0COOEHHOCTH 0OecTIeYeHus
KOH(PUICHINATFHOCTA TIePCOHATBHBIX TaHHBIX, KOTO-
pbleé TIOMMMO NPOYMX CBEAEHMH MOTYT XPaHUTHCS
B COCTaBe KOMIMBIOTEPHOI MH(popMaLIu.

B Hacrosiiiee Bpems Takxe MOBBILIAIOTCS PUCKU
HE3aKOHHOH Mepefaull MepCOHANBHBIX JAHHBIX POCCHIl-
CKUX I'PKJaH B TPaHCTpaHUYHOM MaciuTale. B ycnoBusix
000CTpeHHsI TEONOUTUUECKMX KOH(IMKTOB Ha MOCTCO-
BETCKOM TPOCTPAHCTBE, a TAKKe MHTEHCH()MKAIINA aHTH-
poccuiickoit MHGOPMAIMOHHON TPOTIATaHABIL, HE TOJIBKO
NpeJCTaBUTENM MPECTYNHbIX COOOLLECTB, HO M CHel-
CIy>kOBbI  3apyOeKHBIX TOCYIApCTB 3aMHTEPEeCOBAHBI B
HE3aKOHHBIX JIEHICTBISAX ¢ KOMITBIOTEPHOI MH(OpMaryeH,
coziepKallieil BblllieHA3BaHHbIe JaHHble. B JaHHOM KOH-
TEKCTe CIPaBeUIMBbIM MPECTABNIAETCS BbIIEICHUE B Ka-
YyecTBe OTHENIBHOro coctasa B CT. 272.1 YK P® noxobHo
npectynHoe (yHKLIMOHWpoBaHne. HecMoTps Ha To, 49TO
aHAIN3MpPYyeMasl YrOJIOBHO-ITPaBOBasi HOpMa OblIa BBefe-
Ha CPaBHUTENBHO HEABHO, B NIPABOBOIA uTEpaType yxe
BBICKa3bIBAETCS PAI NPEIUIOKEHUH 10 €€ COBEPLISHCTBO-
BaHuto. Tak, mo mHenuto A.A. IyToBoit u. 6 ct. 272.1
YK PO HeoOxommMo perfiaMeHTHpOoBaTh B KavyecTBe ca-
MOCTOSITEIBHON YTOJIOBHO-MPaBoBoi HOpMeI [9, c. 132].

JlaHHO€e npeuIoXkKeHne NpecTaBsAeTcsl NEPCIEKTUBHBIM,
OJIHAaKO VIS 9TOTO CJIEAYEeT MPOBECTU KOMIUIEKCHYHO aHa-
JIMTUYECKYIO JIESITENIbHOCTD 0 MCCIIEAOBAHUIO MAacITa-
0O0B pacmpoCTpaHeHs TTOJJOOHOTO MPOTUBOIIPABHOTO TIO-
BEJICHNs, B TOM YMCIe Ui OlpeeseHus KBatuduuupy-
FOLIUX TPHU3HAKOB B 3aBHCUMOCTH OT PA3HULbI CTEMEHU
OOILECTBEHHOM OMAacHOCTH B OTHOLUEHWM KOHKPETHBIX
CpelCTB U METOJIOB CcoBeplleHUs mpecTymieHus. [1ogo6-
HbIe JIeSTHUS MOTYT OBITh COBEpLIEHbI KaK MOCPEICTBOM
(hr3HUecKoro mepeMeIeHrsi HOCUTeNel ¢ mepCoHATbHBI-
MU JaHHBIMH 4epe3 rpanuiy PO, Tak U ¢ HCIOIB30BAHU-
eM MH(GOPMALIMOHHBIX U LX(POBBIX TEXHOJIOTUIA.

3akmoyenue. Ha ocHOBe MpoBeAEHHOro aHaiu-
3a C/IeNaHbl BBIBOABI O CBOEBPEMEHHOCTH 1 00OCHOBAH-
HocTH BBeneHud cT. 272.1 YK P®, nockonbKy B cOBpe-
MEHHBIX peausiX 3HAYUTESbHO aKTyaau3upyeTcs O0opb-
0a ¢ HEe3aKOHHBIMHM JEUCTBUSIMU C MEPCOHATBHBIMU
JIaHHBIMHM, KOTOPBIE JOCTATOYHO YAacTO B HACTOsLIEE
BpeMsI XpaHATCS W PACHpPOCTPAHSIIOTCS UMEHHO B (Op-
Mare KOMIbIOTepHOH uHpopmaluu. CrnpaBeaanBbIM
MPEICTABIIAETCS PErylaMeHTalrs He TOJIBKO OTBET-
CTBEHHOCTHM 3a HE3aKOHHBIE JEHCTBHS C COOTBETCTBY-
forieii wHpopManuell, HO W NesSHUs, CBS3aHHBIE C CO-
30aHUeM M (YHKLUMOHMPOBAHUEM pA3IMYHBIX MH(OP-
MAaLIMOHHBIX PECYpCOB, HAMpaBJeHHBIX Ha cOOp U Xpa-
HEHUsI TIEPCOHAIBHBIX JAHHBIX. [[epCreKTUBHBIM Mpea-
CTaBIIAETCS JANbHEWINEe pa3BUTHE MHCTUTYTA YTOJIOB-
HOW OTBETCTBEHHOCTH 34 BbILLIEHA3BAHHBIE IESHUA.
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